Navigating the Trilemma: Security, Power, and
Performance Trade-offs in Bluetooth Low Energy

Abstract—Over recent years, Bluetooth Low Energy (BLE)
has found widespread applications in various sectors, including
medical devices, smart home technologies, IoT sensors, and wear-
ables. Despite its popularity driven by low power consumption,
its security requirements have remained a critical concern. This
study conducts a comprehensive examination on BLE security,
assessing the effects of different security levels on power efficiency
and performance in real-world scenarios. Unlike previous studies
which often concentrate on singular aspects of security, power
efficiency, or performance, our research adopts a holistic approach
by incorporating these factors simultaneously. We bridge this
gap by thoroughly exploring the interplay between these critical
factors, offering insights into the trade-offs involved and conduct-
ing a comprehensive analysis of the cost of security in relation
to power efficiency and transmission performance. We evaluate
BLE’s power consumption under realistic conditions and quantify
the cost of security on perspectives of energy and transmission
speed. The experimental results indicate that security settings can
impact both energy consumption and performance. Moreover,
our findings reveal that higher-performance protocol configu-
rations can paradoxically lead to reduced energy consumption.
This highlights the paramount importance of the security-power-
performance trade-off in BLE protocol design.

Index Terms—Bluetooth Low Energy, IoT, Power Consumption,
Performance, Security.

I. INTRODUCTION

The rapid expansion of Internet of Things (IoT) devices has
increased the demand for energy-efficient and secure wireless
communication technologies. Bluetooth Low Energy (BLE) has
become a key solution due to its low power consumption,
widespread adoption, and suitability for resource-constrained
IoT applications. From smart home automation and wearable
health monitors to industrial sensors and asset tracking, BLE
enables seamless and continuous data exchange. However,
BLE devices must navigate a fundamental trilemma between
power efficiency, transmission performance, and security. While
higher security settings protect against emerging threats such as
man-in-the-middle (MITM) attacks and key recovery exploits,
they often come at the cost of increased power consumption and
reduced transmission speed. Similarly, optimizing performance
for faster data transmission can lead to higher energy demands,
impacting battery life in low-power IoT systems [[1]], [2].

In recent years, BLE technology has received significant
attention in performance evaluation and power management.
In particular, BLE was initially developed as a low-power
alternative to traditional Bluetooth, addressing the specific
requirements in resource-limited platforms [3[]. The heightened
interest in recent research on BLE stems from the essential
need to optimize the performance and power efficiency of
BLE-enabled devices to meet the demands of diverse IoT

ecosystems. Extensive research efforts have been dedicated to
evaluating the performance characteristics [4], [5]], measuring
power consumption [|6], [[7] and optimization [8]], [9].

Furthermore, along with the application of BLE technology
in more sensitive fields, such as medical devices, smart home
control and industrial sensors, security emerges as a critical
design concern [10]. Indeed, a myriad of security threats has
surfaced, highlighting the vulnerability of BLE communication
to malicious attacks. For instance, attacks targeting key recov-
ery pose a risk to the confidentiality of data exchanged over
BLE connections [[11]], [[12]. Vulnerabilities enabling bypassing
of authentication mechanisms can lead to unauthorized access
and potential compromise of IoT devices [[13]]. To address se-
curity challenges in IoT, recent research has explored different
lightweight security mechanisms [2]], [[14]-[16]. However, the
impact of security defense strategies on power consumption
and performance remains largely unexplored. To the best of
our knowledge, there has been a notable absence of analysis
and modeling studies regarding the comprehensive examination
of the costs associated with various security features in BLE-
enabled devices.

While considering the performance aspect, recent studies
such as [17]-[19] have focused on direction determination, or
Neighbor Discovery Process (NDP) [5]], [20], leaving the gen-
eral transmission performance during the connection interval
largely unexplored. Although the theoretical maximum data
throughput has been reported as 1.4 Mbps [21], real-world
application scenarios often struggle to reach this peak speed.
For instance, recent empirical studies, such as that conducted
by Badihi et al. [4]], have measured a maximum data throughput
of only 341 Kbps, significantly lower than the theoretical limit.
While the low data throughput is commonly attributed to factors
like low signal strength or quality, other contributing factors
have yet to be thoroughly explored. Despite advancements, the
existing gap highlights the need for a comprehensive evaluation
of BLE security mechanisms, examining their trade-offs with
power efficiency and system performance to inform the design
of optimized and resilient IoT solutions.

In this work, our primary objective is to navigate the BLE
Trilemma and thoroughly analyze the intricate interplay among
security, power, and performance within the BLE protocol, with
an emphasis on the associated costs of security mechanisms.
Unlike prior studies that often address these factors in isolation,
our research takes a holistic approach, systematically evaluating
their interactions under real-world conditions. By quantifying
the impact of security on energy consumption and transmission
speed, our findings offer key insights into optimizing BLE



protocol configurations to balance security and efficiency in
IoT applications.
Our main contributions are outlined as follows:

e« We conduct a comprehensive evaluation of the power
consumption incurred by specific security features in a
practical wearable device platform, thereby establishing a
direct correlation between BLE security and power usage.

o Through systematic assessment of how different security-
related protocol parameters affect the transmission speed,
we establish a clear correlation between BLE security and
performance.

+ We examine the impact of performance-related parameters
on power consumption, bridging the gap between power
efficiency and performance optimization.

« We identify an optimal combination of security levels and
transmission parameters from the perspective of power ef-
ficiency in BLE-enabled devices. Furthermore, considering
the varied contexts in which BLE technology is deployed,
we propose several combinations that strike a balanced
trade-off, effectively meeting multiple requirements simul-
taneously.

The remainder of this paper is organized as follows. Sec-
tion |lI| provides a background introduction to BLE and presents
related works. Our experiment settings are outlined in Sec-
tion [ITI} Section [[V]presents the evaluation results and findings.
Subsequently, Section |V| concludes the paper.

II. BACKGROUND AND RELATED STUDIES

In this section, we present a discussion regarding current
studies and related BLE background that will be used in the
following sections.

A. Related Studies

The Internet of Things has become an integral part of mod-
ern technology, enabling seamless connectivity across diverse
applications such as healthcare, smart homes, and industrial
automation. Given its widespread adoption, ensuring security
in IoT systems has been a major research focus, with numerous
studies exploring lightweight security mechanisms tailored for
IoT and resource-constrained devices [14]-[16], [22]-[28].
While significant progress has been made in securing IoT
across various computing layers, the security of Bluetooth Low
Energy, a key wireless communication protocol in IoT, along
with its impact on power consumption and performance trade-
offs, remains understudied.

In recent years, there has been considerable research focused
on different aspects of BLE technology, particularly with re-
spect to security, performance, and power consumption. Studies
on BLE security have primarily addressed vulnerabilities and
attack vectors, particularly in older BLE versions. [29]], [30]
highlights the susceptibility of BLE to attacks such as eaves-
dropping, key negotiation downgrades, and man-in-the-middle
(MITM) attacks, and efforts have been made to mitigate these
threats, particularly through the introduction of new security
mechanisms, like Secure Connections in BLE 4.2 and BLE
5.0, which use stronger encryption algorithms.
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TABLE I: Comparison of our study with state-of-the-art BLE
research

Similarly, power consumption has been a central theme in
BLE research, especially within the context of IoT devices,
where energy efficiency is paramount. Studies such as [6]], [31]]
focus on calculating energy usage across different operating
modes, providing comparatively precise BLE power consump-
tion estimation and valuable insights for optimizing battery life.
However, these works tend to ignore the security mechanisms
introduced by the BLE protocol and overlook the trade-offs
between energy consumption and data transmission.

Performance evaluations have also garnered attention, par-
ticularly in the context of throughput, latency, and maximum
reachability of BLE devices. Recent research [17], [32] on data
transmission efficiency emphasizes the impact of connection
intervals on throughput and energy consumption. While these
findings are useful, they fail to integrate considerations of se-
curity settings, which could potentially alter transmission speed
and device power consumption under real-world conditions.

Unlike previous studies that focus on isolated aspects of
BLE technology, our work takes a comprehensive approach
by examining the intricate interplay between security, power,
and performance within the BLE protocol. Table [[] highlights
the specific focus areas of existing research, emphasizing the
uniqueness of our study in providing a holistic analysis of
security, power, and performance trade-offs in BLE.

B. Terminology and Key Concepts

To facilitate a clearer understanding of the security-power-
performance trade-offs in Bluetooth Low Energy systems, this
section defines key parameters that influence data transmission,
power consumption, and security. These concepts form the
foundation of our experimental setup and analysis.

BLE operates using a structured communication model
where devices exchange data periodically. One of the most im-
portant parameters governing this exchange is the Connection
Interval (CI), which defines the time between two consecutive
data exchanges, known as connection events, between a BLE
peripheral and a central device. This interval is measured in
milliseconds (ms) and typically ranges from 7.5 ms (fastest)
to 4,000 ms (slowest). A shorter connection interval leads to
more frequent communication, resulting in higher throughput at
the cost of increased power consumption. Conversely, a longer
connection interval reduces the frequency of data exchange,
thereby conserving energy but introducing higher latency.

Another critical parameter is the GAP (Generic Attribute
Profile) Data Length, which determines the maximum size of
a single BLE data packet. This value typically ranges from 27
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Fig. 1: Diagram of different stages of a BLE connection process.

bytes (minimum) to 251 bytes (default in BLE 5.0 and later).
A larger data length allows more data to be transmitted in a
single packet, reducing the overhead associated with multiple
transmissions. While this improves transmission efficiency, it
may lead to higher power consumption and time cost per packet
due to the increased computational load on the BLE device.
Furthermore, the GAP Event Length defines the duration for
which the BLE device remains active within each connection
interval. If the event length is too short, the device may not have
enough time to complete data transmission before entering an
idle state, reducing efficiency. A longer event length allows
for the transmission of larger amounts of data per connection
event but increases the overall power consumption. The balance
between these factors plays a crucial role in optimizing BLE
power efficiency while maintaining reliable data transmission.

III. PROPOSED METHODOLOGY

In this section, we present details of our proposed methodol-
ogy for security, power, and performance trade-off analysis in
BLE-enabled devices. To comprehensively evaluate the power
consumption of data transmission on a realistic platform, we
conduct a series of experiments using different BLE security
and performance settings. These experiments can be catego-
rized to different parts: assessing the power-performance trade-
off, evaluating the performance cost for security policies, and
analyzing the power cost for security policies. In this work, we
strictly define performance as the data transmission throughput
(or transmission speed), and security as the different possible
combinations of encryption and authentication policies.

A. Experiment Settings

Our experiments are conducted using a Nordic
nRF52840 [21]]. This is a System-on-Chip (SoC) designed
specifically for executing applications related to communication
protocols like BLE and Bluetooth Mesh. This SoC features a
32-bit ARM Cortex-M4 processor with a floating point unit
(FPU), supporting a maximum frequency of 64 MHz. We
utilize Bluetooth 5.1 in our experiments, employing the LE 2M
(low-energy, 2Mbit/s throughput) as the PHY mode. We use
the IoT Power CC device [33]] to perform power measurement.
These experimental settings are summarized in Table

When measuring the actual power consumption, the result
should be consistent and accurate. To verify whether the result
we collect is consistent, multiple measurements were executed.
If all measurements remain in a small range, then we know

our results are consistent. For accuracy, since BLE protocols
can be carried by various chips and formats, our experiments
cannot lead to a generally applicable value. Therefore, our
results would serve as a trend comparison of various operating
modes.

Moreover, to guarantee the collected results are consistent
and accurate, we either try to slice from the relatively same
starting point or slice a long range measurement during the
data transmission stage to minimize the noise. For example,
in the connection initialization stage, there are always patterns
present at the beginning and the end of the stage. For each mea-
surement, we only slice the results in between these patterns
to keep the consistency.

Set Value

LE 2M

Bluetooth 5.1 qualified [34]
Nordic nRF52840 [21]
IoT Power CC [33]

Control Variable

Physical Layer mode

BLE version

Hardware

Power Measurement Device

TABLE II: Control Variables for Performance

B. BLE Security Configurations

Security in BLE communications is governed by encryption
and authentication mechanisms that protect data integrity and
prevent unauthorized access. In this study, we examine three
security configurations that represent different levels of protec-
tion.

C1 Just-Works paring, where encryption/decryption or authen-
tication is not involved.

C2 Encryption with unauthenticated pairing, selected to eval-
uate only the transmission events occurring within the
connection interval.

C3 Passkey bonding pairing, which requires a password dur-
ing the connection initiation stage, incorporating the influ-
ence of authentication.

The first configuration, C1, represents a baseline scenario
where no encryption or authentication is applied, commonly
referred to as the ”Just-Works” pairing. In this setting, devices
establish a connection without exchanging secure keys, making
it vulnerable to eavesdropping and man-in-the-middle (MITM)
attacks. Due to the lack of encryption overhead, this configu-
ration provides the highest transmission speed and the lowest
power consumption. However, it is only suitable for low-risk



applications where security is not a primary concern, such as
simple environmental sensors.

The second configuration, C2, incorporates encryption but
does not require authentication during pairing. This means that
the transmitted data is encrypted using Legacy Pairing, pro-
viding a basic level of security against passive eavesdropping.
However, without authentication, an attacker could potentially
intercept the key exchange process, leading to compromised
security, like MITM attacks. This configuration is commonly
used in standard BLE applications where encryption is needed
but strict authentication is not required, such as fitness trackers
and smart home devices.

The third and most secure configuration, C3, implements
both encryption and authentication through passkey bonding.
In this setting, a passkey must be exchanged between devices
before a connection is established, significantly reducing the
risk of MITM attacks. This configuration ensures a higher level
of security but introduces additional computational overhead,
leading to increased power consumption and a reduction in
transmission speed. This configuration is typically used in
security-sensitive applications such as medical devices, finan-
cial transactions, and enterprise authentication systems where
unauthorized access must be strictly prevented.

C. Performance Configuration

The selected BLE performance configurations, P1 to P4,
represent a spectrum of trade-offs between power efficiency and
data transmission speed, covering both low-power and high-
performance applications.

P1 is designed for ultra-low-power applications like en-
vironmental sensors, where energy conservation is critical,
using long connection intervals (400 ms) and small packets
to minimize power consumption. P2 balances power and speed
for devices like wearable and smart home systems, reducing
the connection interval (200 ms) while increasing packet size.

P3 represents a performance-driven but energy-conscious
setting for applications like health monitoring and industrial
sensors, using 100 ms intervals and large packet sizes to ensure
efficient data exchange. Finally, P4 is optimized for latency-
sensitive applications like real-time streaming, minimizing the
connection interval (30 ms) and maximizing data throughput at
the cost of higher power usage.

Connection GAP GATT Data GAP Event
Interval Length  Length Length

P1 (Slowest) 400 ms 27 23 7.5 ms

P2 (Slow) 200 ms 107 103 10 ms

P3 (Fast) 100 ms 207 203 20 ms

P4 (Fastest) 30 ms 251 247 30 ms

TABLE III: Performance settings

D. Experiment Design and Tradeoffs

1) Power vs. Performance: In this section, we aim to
investigate the relationship between power consumption and
transmission performance in BLE. We begin by verifying that
our proposed performance configurations (P1-P4) directly influ-
ence transmission speed. To accomplish this, we measure the

transmission speed under configurations P1-P4, with security
configured to C1 (no security) and compare the distribution
of transmission speeds. Subsequently, we collect both average
power and accumulative energy consumption under P1-P4 and
compare the results to establish the connections between power
and performance.

2) Performance vs. Security: To evaluate the impact of se-
curity on performance, we first conduct experiments to measure
the transmission speeds under different security settings (Cl1-
C3). We select P3 and P4 as our performance configurations.
This experiment design enables us to: (1) Evaluate the impact of
security settings on performance; (2) Determine if the impact
is consistent across different performance configurations. We
then configure security to C2 and change the key lengths to
examine the impact on performance.

As shown in Figure [I] , the encryption process occurs
during the pre-processing stage. When the encryption process
lengthens due to the inclusion of encryption and authentication
operations or extended key length, the remaining stages could
potentially be compressed, resulting in a shorter transmission
period, hence causing the performance to drop. Our proposed
set of experiments and trade-off considerations aims to verify
this assumption.

3) Power vs. Security: Evaluating the impact of security on
power consumption requires an analysis of both the connection
initialization and data exchange stages. To precisely measure
the power consumed by security configurations, we maintain
consistency in performance by using the same configuration,
namely P3, across all experiments. This ensures uniformity
in performance and allows for a direct comparison of power
consumption during data transmission operations. Therefore,
the measured total power consumption can be leveraged to
present how much extra power would be consumed by security
configurations. We utilize this method to measure both energy
consumption and average power of security configurations
during both connection initialization and data exchange stages.

Furthermore, for data exchange stage, we employ C1 (no
security) as the baseline to quantify the additional power con-
sumption attributed to other security settings (C2, C3). Since
both C2 and C3 can encrypt transmitted data, we specifically
select C2 with varying key lengths (7 and 16 bytes) to evaluate
the impact on power consumption. This experiment design
enhances our understanding of the cost of security and enables
observation for the additional power consumed.

During the connection initialization stage, the security pro-
tocol specifies the pairing or bonding method and the key
for subsequent encryption. While power consumption during
this stage is minimal as these operations are executed only
once throughout the entire connection process, it is crucial to
consider that certain peripheral devices may need to report fre-
quently to various host devices. Over time, the accumulation of
these operations could lead to significant power consumption.
At the data exchange stage, the security protocol consumes
additional power for encryption operations. Our experimental
analysis and results will provide insights into the impact of
security on power consumption, aiding in the evaluation and



optimization of BLE systems.

IV. EVALUATION AND DISCUSSION

In this section, we present our evaluation results using
the described methodology and experiment settings. We delve
into our findings, offering detailed insights into the interplay
between security configurations, power consumption, and per-
formance in BLE-enabled devices.

A. Power vs. Performance

We first measure the actual transmission speed under the
four performance settings (P1-P4) outlined in Section
Figure [2] demonstrates the substantial impact of our selected
parameter sets (P1-P4) on transmission speed, with P1 being the
slowest (~320 Bytes/s) and P4 being the fastest (over 1Mb/s,
approaching the theoretical limit). This verifies the effectiveness
of the chosen protocol parameter sets in precisely controlling
transmission speed in BLE.

Figure [3a] illustrates the total energy consumption required
to transmit 122,000 bytes of data across different performance
configurations. A surprising finding from this experiment is that
slower transmission speeds do not necessarily lead to lower
energy consumption. In fact, the slowest configuration (P1) con-
sumes significantly more energy than the higher-performance
configurations (P2-P4), with the fastest configuration (P4) using
the least energy overall.

The reason for this trend becomes clearer when considering
average power consumption, as shown in Figure 3b] As the
transmission speed increases from P1 to P4, the average power
also rises. However, the total energy consumption decreases
because higher-speed configurations complete data transmission
in a much shorter time, reducing the duration for which power
is drawn. This finding holds true in scenarios where a large
amount of data needs to be sent as quickly as possible.

In real-world IoT applications, however, devices often do not
generate such large amounts of data in a short time. If the same
amount of data were spread over a longer period, the average
power consumption shown in Figure would better reflect
the power efficiency of each configuration. In this case, higher-
performance configurations would consume significantly more
energy over time compared to slower configurations.

Finding 1: The transmission speed can be directly con-
trolled by our proposed protocol parameter sets. When
transmitting a large amount of data in a short period,
higher-performance configurations can be more energy-
efficient due to the reduced transmission duration. How-
ever, for typical IoT applications that transmit data inter-
mittently, lower-performance configurations may be more
power-efficient over time.

Thus, while high-speed configurations can be more energy-
efficient for large data transmissions, they may not be the best
choice for typical IoT applications that transmit data inter-
mittently. For such cases, a lower-performance configuration
should be selected to optimize power efficiency.
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By examining Table one can observe that transmission
speeds are determined by (1) Connection Interval (i.e. how
often the BLE device connects to the host); (2) GAP Length
and GATT Data Length (i.e. size of each data packet); and (3)
GAP Event Length (i.e. the active time within each connection
interval).

Lower speed is obtained by setting a longer Connection
Interval, shorter packet length and shorter active time, which
result in the device to be in Idle status more frequently.
Transmitting at a lower speed will hence cause the device to
spend more time idling. Assuming the energy consumption of
sending the same amount of data is the same, since staying in
Idle status also consumes energy, the total energy consumption
will be higher.

B. Performance vs. Security

In Figure @ we present the measured transmission perfor-
mance. Figure ] depicts the distribution of measured transmis-
sion rates under performance configuration P4 (Fastest), while
Figure [4b] shows results under a slower performance config-
uration (P3, Fast). Examining Figure [Aa] and Figure it is
observed that applying encryption during the data transmission
stage influences BLE performance.



The transmission speed shows a slight decrease as the
security configuration changes from C1 to C2 and C3. More-
over, comparing Figure {a] and Figure @bl we observe that
the drop in the transmission speed is related to the base
speed determined by the configuration. When we use a higher
performance configuration P4, the transmission speed tends to
drop more compared with a slower configuration P3. Based
on our measurement, the performance drops 36% more when
applying configuration P4.

We attribute this phenomenon to the competition between the
transmission and security. As outlined in the previous section,
in a standard BLE connection session, there’s a limitation on
the duration each device can remain active. Therefore, during a
single transmission session, as the security level increases, the
peripheral device may spend more time in the pre-processing
stage due to encryption requirements, leaving less time for data
transmission. As a result, applying a security configuration that
requires encryption introduces time competition, reducing the
number of transmitted data packets and ultimately decreasing
performance.
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Fig. 4: Measured transmission performance.

Furthermore, we conduct an experiment to examine how
encryption key length affects performance and to validate our
previous explanation. Intuitively, a longer key would cause a
longer encryption stage. Due to the competition between pre-
processing and data transmission in an active period, the BLE
device will have less time to transmit data packets, resulting in
decreased performance.

As shown in Figure [5] we can see that the transmission rate
decreases when the key length increases, which matches our
prediction. When using a key length of 16 bytes, the mean
transmission speed drops 7 kB/s, compared to a 7-byte key.
Given the cost of performance, it might be more efficient to use
a shorter key and frequently change it in certain circumstances.

Finding 2: Higher security levels negatively impact per-
formance, as the additional encryption stages compete
with the data transmission stage during an active period.
This effect is more pronounced when BLE devices operate
under a high-performance configuration.

150000 4

140000 A

130000 -

120000 4

Iransmission Speed (Byte/s)

110000 A

100000

7 12 16
Key Length

Fig. 5: Measured transmission performance under different key
length configurations.

C. Power vs. Security

We further examine power, another important cost factor of
security. Figure [6] depicts the energy consumption data of the
connection initialization period, in which the central device
and peripheral device pair, exchange encryption keys and other
connection parameters. From Figure [6] a significant difference
between the power consumption can be observed. In Figure [6a]
the energy consumption significantly increases from C1 (i.e.
no security policies enforced) to C3 (i.e. both encryption and
authentication enforced).

However, due to the extended time brought by encryption
and authentication, along with the periodic idle status of BLE
devices, the average power measurements of the three config-
urations are similar, as shown in Figure [6b] One noteworthy
observation is that our evaluation results tend to represent
lower bounds in real-world scenarios. In our measurement, we
simulate the key input and automate the pairing acceptance.
However, in wearable device scenarios, due to the slower
human-interfered authentication steps like keyboard passkey
input, the total power consumption would be higher.
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Figure [/| shows the power consumption measurement of the
data exchange process. In this experiment, we keep consistent
performance and total transmitted data size settings to enforce



an identical number of connection intervals. Thus, any differ-
ences in energy consumption across measurements are solely
attributed to the encryption steps.

Figure shows that higher security levels consume more
power. However, as shown in Figure the averaged power
decreases. This occurs because, compared to data transmission,
encryption consumes less power, as shown in Figure 1| Higher
security levels will cause the BLE device to spend more time
on the pre-processing stage in each active cycle, causing the
average power to decrease.
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Fig. 7: Energy and power data during data transmission.

Finding 3: Security configurations can slightly impact
the total consumed energy both during connection initi-
ation and data transmission. During the connection ini-
tialization, additional security-related operations lead to
an increase in the total energy consumption to increase.
Moreover, these operations contribute to higher energy
consumption during data transmission. However, as the
less energy-intensive pre-processing steps occupy larger
portion of each active cycle, the average power reduces
as security levels increase.

D. Discussion on Design Choices

Our findings provide valuable insights into robust and effi-
cient design choices of BLE protocols. In terms of the power-
performance trade-off, if energy and power are paramount con-
siderations, users only need to configure the protocol to operate
at maximum speed which increases the energy efficiency of
data transmission. However, this approach may lead to power
spikes, and in a certain circumstance, a less aggressive protocol
setting may be more suitable.

When considering the security-performance trade-off, users
need to assess whether the increased security level justifies the
resulting performance reduction, especially when the protocol
is configured to run at a higher data transmission speed.
Furthermore, it is notable that the security configurations can
influence power consumption in both connection initialization
and data transmission stages. It is essential to calculate whether
the increased energy consumption resulting from improved
security is worthwhile, especially in power-constraint IoT de-
vices.

Future efforts should focus on developing software and
hardware solutions aimed at enhancing the power efficiency

of security mechanisms in BLEs while minimizing the perfor-
mance overhead. This includes, but is not limited to: (1) Perfor-
mance engineering to fine-tune encryption/decryption software
libraries for optimal efficiency. (2) Integration of heterogeneous
hardware components, such as ASIC accelerators, to streamline
security and communication operations within these systems.

V. CONCLUSION AND FUTURE WORK

In this paper, we perform a comprehensive evaluation of en-
ergy consumption and transmission speeds under varying secu-
rity and performance configurations within the Bluetooth Low
Energy (BLE) protocol. Our findings shed light on the intricate
relationships and importance of considering balanced trade-offs
among security, power, and performance requirements within
the BLE ecosystem. Notably, we observe that security settings
within the BLE protocol can exert a significant impact on both
performance and energy efficiency. Additionally, we uncover a
counter-intuitive finding wherein more aggressively performant
protocol configurations can paradoxically lead to lower energy
consumption.

Overall, our experimental results highlight the paramount
importance of the security-power-performance trade-offs con-
sideration. Consequently, striking an optimal balance among
security, power efficiency, and performance emerges as the
key consideration in designing a high performance, robust,
and cost-efficient BLE system. Future work will expand the
power analysis into a comprehensive characterization by sys-
tematically quantifying BLE power consumption across various
configurations. Additionally, we will develop machine learning-
based power prediction models to enable real-time power
estimation, facilitating dynamic optimization of BLE settings
for enhanced energy-efficiency.
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